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 Readings: book chapter on Virtual Machines from the Wisconsin OS book



Daniel S. Berger 15-440 Fall 2018 Carnegie Mellon University

•
→
→

•
→
→
→

•
•
•



Daniel S. Berger 15-440 Fall 2018 Carnegie Mellon University

• →
• →

→
→

•
•

→
→

→
•



Daniel S. Berger 15-440 Fall 2018 Carnegie Mellon University

   Sandboxing: fully 
control any resource 
access and possible 
actions of tenant

Support multiple 
operating systems 
on a single hardware 
platform

Monitor and limit 
resource (e.g., CPU) 
usage, contain
   failures locally

CAPEX→ OPEX;
Adapt to changing 
resource requirements
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Adapted from: Eyal DeLara
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Adapted from: Eyal DeLara

Two main types of virtualization layers
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Again: two types (within system virtualization)

●
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A virtual machine is … an efficient, isolated duplicate of the real 
machine. … the VMM provides an environment for programs which 
is essentially identical with the original machine; second, programs 
run in this environment show at worst only minor decreases in 
speed; and last, the VMM is in complete control of system 
resources.
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Picture from: https://itechthoughts.wordpress.com/tag/full-virtualization/
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Adapted from: Eyal DeLara
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● Non-privileged instructions (e.g., Load from mem): 
Run as native machine

● Privileged instructions (e.g., Update CPU state, 
Manipulate page table): Trap to VMM

Non-Privileged 
instructions

Privileged 
instructions

More complex in reality (some privileged instructions 
don’t trap) → Processor support VT-x, AMD-V

This is called Trap and Emulate
→ Full Control for VMM

Run on 
CPU

Emulate 
(Trap)
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Adapted from: Alex Snoeren

Native 
machine
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○ Logical: process address space in a VM
○ Physical: abstraction of hardware memory. Managed by guest OS
○ Machine: actual hardware memory (e.g. 2GB of DRAM)

Subtle challenges in real implementations
(e.g., page table updates don’t trap)
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● VMMs multiplex virtual machines on hardware
• Virtualize CPU, Memory, and I/O devices

• Run OSes in VMs, apps in OSes unmodified

• Run different versions, kinds of OSes simultaneously

● Support for virtualization built into CPUs
• Goal is to fully virtualize architecture

• Required for transparent trap-and-emulate

Virtual machines add significant overhead.
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Architecture of web applications is changing

Classical architecture

Potential limitations of this architecture?

Monolithic application
100 engineers
Release / month
Horizontal scale out

Components
Login
Personification
Renderer
Ads
Suggestions
Encoders

.WAR too big for IDE?

Change tech of a component?

Async release of updates?

Failure Isolation?
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Changing architecture of web applications

New architecture: components → “micro services”

Potential limitations of this new architecture?

Per-component overhead?

API/Communication latency?

How to define services?

Define API between components
10-20 engineers / component
Components release and scale 
independently

Components
Login
Personification
Renderer
Ads
Suggestions
Encoders

RPC

RPC

RPC RPC

RPC
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Migration to micro services: 2008-2016

Hundreds of services, complex dependencies
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Perception: VM have too much overhead!
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Problem: containers should only see “their” resources, and are 
the only users of their resource

(e.g., process IDs (PIDs), hostnames, users IDs (UIDs), interprocess 
communication (IPC))

Solution: each process is assigned a “namespace”
■ Syscalls only show resources within own namespace
■ Subprocesses inherit namespace

Current implementation: namespace implementation per 
resource type (PIDs, UIDs, networks, IPC), in Linux since 2006

Practical implication:

■ Containers feel like VMs, can get root
■ Security relies on kernel, containers make direct syscalls
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Problem: meter resource usage and enforce hard limits per 
container 

(e.g., limit memory usage, priorities for CPU and I/O usage)

Solution: usage counters for groups of processes (cgroups)
■ Compressible resources (CPU, I/O bandwidth): rate limiting
■ Non-compressible resources (Memory/disk space): require 

terminating containers (e,g., OOM killer per cgroup)

Current implementation: cgroups/kernfs, in Linux since 
2013/2014

Practical implication:

■ Efficiency: 1000s of containers on a single host
■ Small overhead per memory allocation, and in CPU scheduler
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Problem: per-container filesystems without overhead of a 
“virtual disk” for each container

Solution: layering of filesystems (copy on write): 
■ Read-write (“upper”) layer that keeps per-container file changes
■ Read-only (“lower”) layer for original files

Current implementation: OverlayFS, in Linux since 2014
Practical implication:

■ Instant container startup
■ “Upper” layer is ephemeral

Upper:   /index.html    /photo/cat.jpg

Lower:   /index.html     
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FROM golang

WORKDIR /go/src
COPY ./src .
RUN go-wrapper install monitor

CMD ./start.sh
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